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25 Apache FMHO| A0 &= www-data SX9| Hstez AMAMEICH HOLt
Of root #otO = Apache O|=0| A& ACHH Of2 P[ASICE.

o [L
Apache MX|E ZEZ23} O AEHOIAM
ook oY AEEL) A Yo FYt ZEAUMS ALESHD UCHHE siY MHC| O2f= 2 EX e
Z0|LCt.
Hogt =0 QUCHH ZZAXZE MH O

SHA|ZE, nobody #otez FAMHIL HAL|D QUEEtE HHS
I

o|et &2 YH= 0|83t0 4t BHUE LAY, 3y Z2UE =LA ot 2o =F
£ Z2I0| B2 YE(Webshel)o|Th. BHUES BHXI| YHES MUY ZAYUS HOFE D
AOMFE M ZEE EOF1, HOHHOAS RXSIAL &85t A 5 Yol SFO| HHO|
QUCE Ol2fst MHS2 AMATIONM AMSHH & & = AUCP.
Google ==

©EHYRM O HEH Y

AZM

Webshell DETAILS - Online CHAT! - [ O HO|7 B1=&17] e=a ]
Webshell Searching for something? Gogloom - the IRC's ultimate search resource -
saves time and effort by searching all IRC NETWORKS, Search fast, search efficiently,

search Gogloom.
wewewy, gogloom, com/Webshell/ - 35k - 2 HOIE - S AR HOE

Nabble - &xKit - Dev - [SWN] [219] - added demo: webshell - [ 0 HO|F B=517] e=a ]
[S¥M] [219] - added demo: webshell. Revision: 219 http!/frac. axkit org/axkit2/
changeset/219 Author! jwalt Date! 2006-10-03 222228 +0000...

wewewy, nabble, com/-5YN--—-219-—-—— added-derno:-wehbshell4dBE45772 bl - 20k -

AEE HOA - FAFEFEONR

Daownload WebShell 0.9.5 for Java - WebShell is a web-based ssh ... - [ 0| HIOIA S5 e=ra ]
9.Jan 2008 ... WebShell WebShell is a web-based ssh shell. ... From the

WebShell directory enter this command to guickly generate a certificate! ... You can

change WebShell's background by overwriting the background.jpg file. ...

handheld, softpedia, com/get/intemet-Utilities,S5H-utilities /'Web S hell-56146, shitrml - 53k -

FEE HOIA - FAFE HIOGA

lxr.mozilla.org/seamaonkey/source/webshell/ - [ 0] HOIA HEE17] e=ma ]
FAFEFHIOIR

[12 2] Google ZAMAZTIOA “webshell” O|2t= 7|AEE ZHAMTH ot H

Che 2RH= si71E MOI0M 22| A8l Hel 7|t S5 #2l, 221 tfs 3 A et

of ChoiM LOtEEZ SEZUCE

3) 20084 10¥ 25Y9 71F2& Google AMANZANA "webshell" & AMslA oF 335,000 7l¢] A7} A=)



3. r57shell

O 2%

18-04-2008 08:45:57 [ phpinfo ] [phpiini] [cpu] [mem ] [users] [ tmp] [ delete ]
safe_mode: OFF PHP version: 4.4.4 cURL: OFF MySQL: ON MSSQL: OFF PostgreSQL: OFF Oracle: OFF
“ r57shell 1.24  pissble functions : NONE
HDD Frae : 2.16 GB HDD Tots| : 3.56 GB
uname -a:| Linux localhost.localdomain 2.6.9-55.0.9.EL #1 Thu Sep 27 18:10:45 EDT 2007 i636 i686 i386 GNU /Linux
sysctl: Linux 2.6.9-55.0.9.EL
$OSTYPE: linux-gnu
Server: Apache/2.0.50 (Unix) mod_ssi/2.0.59 DpenSSL/0.0.7a PHP/4.4.4
id:  uid=99({nobody) gid=4204967295 groups=4204967295
pwd : /home/zb4pl2/public_html/bbs ({ drwxrwxrwsx )
BeinonHernss konanas: Is -la

[cotal 492

Idrwxrwxrwx 12 zb4pl2 zb4pl2 4096 4im 9 22:59
ldrWwXTr—-Xr—X 4 zb4pl2 zb4pl2 4096 4im 18 08:43 ..
o e~ P 1 zb4pl2 zb4pl2 240 4im 9 22:55 foot.php
RS M A 1 zb4pl2 zb4pl2 11306 4im 9§ 22:55 head.php
ldrwxr-xr-x 2 zb4pll zb4pl2 409€ 4im 9 22:55 admin
|=rw-r--r-— 1 zb4pl2 zb4pl2 2266 4im 9 22:55 admin.php
ot Bl St 1 zb4pl2 zb4pl2 4345 4im 9 22:55 admin sendmail ok.php
o e~ P 1 zb4pl2 zb4pl2 14244 4im 9 22:55 admin setup.php
S A A 1 zb4pl2 zb4pl2 1352 4im 9 22:55 apply vote.php
|=rW-r--r--— 1 zb4pl2 zb4pl2 583 4im 8 22:55 check user id.php
=W 1 zb4pl2 zb4pl2 4156 4im 8 22:55 comment ok.php
—YWH———YWX 1 nobody 4294967295 37 4im 9§ 22:59 config.php
IdrWR———-TWR 4 nobody 4294967295 4096 4im 18 08:39 data
RS e S 1 zb4pl2 zb4pl2 1138 4im 9 22:55 del comment.php
:: BoINO/IHEHWE KOMAH/ HAE CEpBEpE v I
BoINGARNTS KOMaHAY & |
Paovan anpesropas = |/home/zbapl2/ public_htmi/bbs | BrinonwuTs
:: Pepaxmponanne dhains av ::
Penaxtuposats dain = ‘fhomafzi;zﬁ.lz’;.lblic html.r’bbs Penakrtuposate

i: Anmace aw i

[ & 3] r57shelle] A&l ztH

PHP =H0IA SXohs WHOICL Dol HOE B2 oM THFE HES Hof Abol
2, Aol e, AB MY 5 BE HEE 3ol £ & Ys S FUD IS MBwCt olQlof hY
3t GlO[E{HO|AS X|YstD], DB HES PEBIILL ZHS 4 S UCh S0, BHY XF M0]
IS Yaloto] WopA YO Ee AJYER HWS ¥ 4 AUChs HO| ool

JEEo= 2Aofojz MEE 0 UKD ZHEHH 44 S 2HES S8 FEo=z ALY 4
S oxett.

O AIg &4

- AlgH J|HE : PHP

- X[ HIO|EH|O]A : cURL MySQL, MSSQL, PostgreSQL, Oracle
O F82 7ls

1) 23¢9l 7|s
2150l Bost x|

hitp:// = = E ALEAE 0 220 ST SISLICHE ADIE AR 5 shell”

ol x|

[22 4] r57shelle] 2391 7|5

mjo

>
1]
Iy

N

o

SO ZHERSE AA

— — =

r57shell2 AFEXF 1= 7|15 ™8 Ed|, r57shelltf O1= ALEX}
=l C

ot =8 238 =+ ULt



x~ oAzt =
2) M HH @E J|s
25-10-2008 11:25:18 [ phpinfo ] [php.ini] [epu] [mem ] [users ] [tmp ] [ delete ] I
(] safe_mode: OFF PHP version: 5.2,4-2ubuntu5.3 cURL: OFF MySQL: ON MSSQL: OFF PostgreSQL: OFF Oracle: OFF
s r57shell 1.24 Disable functions : NONE
HDD Free : 33.51 GB HODD Total : 36.08 GB
uname -a: Linux localhost 2.6.24-19-server #1 SMP Wed Aug 20 23:54:28 UTC 2008 i686 GNU/ Linux
{ =100x]
oF(F) MEE) EIM) HEE A21E) SOREE) D ZS2H)
B L=t o inli
s[5}
mHE) HEE) =A%) BIE 2R(E) SO03E) EXD ESH)
o il Id | http:// A = bte stheuristic/php /5 7shell/r 77 - I@ Google F
8] AtE S2 AMDIE 4 Firefox AIZEEE &) 28 52 HI
Directive Local Value Master\:l
i 1 i
System Linux localhost 2.6, sow: cal ine. pms= refersnce
Build Date Jul 23 2006 06:28:4]  allow._url_fopen 2 2
Server AP| Apache 2.0 Handlel  allow_url_include no value nova
gLr:]L;x-:]InDireclury disabled ey ol v t data o o
Configuration File Jete/phpS/apache:  arg_separator.input &
] {php.ini} Path
arg_s .output &
Loaded Configuration |/etc/phph/apache:
File mE o value no va
Scan this di Jete/phpb/apache:  ocortactive = =
additional
additional . /elc/phpS/apache:  assert.bail o 2
parsed smysaliini, fetc/pt Py -
e assert.callback Y | £ -
PHP API 20041225
4 | ZE A
\ e | [ frooti/home/tmp }
= S A
[O2 5] r57shell2 M MEE dtst oL
o [©) OS5 ™MHE d2tst A ol o o|S | o| Ald |
r57shell2 MBE{LHS| CtYst FEHE G = Ues 7162 AATCE phpinfo(o A3 Zof,
ini AX™glel x S =G e A o datst A o) DAL=
php.ini 2302 FJE&, oM MO EXots /A 2|2E S5 Y + Utk WMEtM SHX=
L] o] M A =2 ~ =2 3 H A O]
]‘iﬂl A-IH'l——l =] %I'%J_'—I' AI'oxl' SE 5= °|_P T'__O‘” = T MEI'-
H e
3) E0|'d(Terminal) 7|5
=xecuted command: Is-la
total 48
drwxr-xr-x 14 root root 4096 Oct 23 19:38
drwxr-xr-x 21 root root <4096 Oct 23 19:31 ..
drwxr-xr-x 2 root root 40596 Oct 25 06:2% backups
drwxr-xr-x 9 root root 4096 Oct 23 19:38 cache
drwxr-xr-x 25 root root 4096 Oct 23 19:38 1lib
drwxrwsr-x 2 root staff 4086 Jun 13 23:14 local
drwxrwxrwt 3 root root 60 Oct 23 19:54 lock
drwxr-xr-x 10 root root 4096 Oct 25 06:29 log
drwXxrwsr-x 2 root mail 4096 Oct 23 19:28 mail
drwxr-xr-x 2 root root 4096 Oct 23 19:28 opt
drwxr-xr-x 10 root root 400 Oct 25 11:15 run
drwrr-xr-x 3 root root 40396 Oct 23 19:38 spool
drwrrwxrwt 2 root root 4096 Jun 13 23:14 tmp
drwxr-xr-x 3 root root 4086 Oct 25 01:08 www
:: Execute command on server v ::
Run command
Work directory /var Execute
:: Edit files aw ::
File for edit /var Edit file
1z Aliases aw 1z
Selectalias  :find suid files ir] | Execute
find config* files in current dir
§ find all writable files -
Find text find all writable files in current dir Find
- _ find all writable directories o .
In dirs find all writable directories in current dir /o
Only in files find all writable directories and files [ ( tctz.phpsht
find all writable directories and files in current dir
find all zervice.pwd files
Text for find find service.pwd files in current dir Find
find all .htpasswd files
Find in folder find .htpasswd files in current dir [* ( /rootz/home
in files dall _bash_hist * vou can use
ztg
o X=:ke] L= o (=] e} CtAS A H 24 AlSH/A =8 M2 4
r57shell2 HC} A=t HO|E 7|s& Aottt Chedh A[AE FEY Ad/Z4n 28 Y= HO



3 oS HEUSHALW SH0 XtF A0l YHOLL BHRARE A d¥Y + UA=E HISSCE
Lok SAXE Hots gHICl MUS A HE 5 A= 7ISHHA MESettt

: E)(BCLItE m.g__: lj‘_uljl
i Upload files on server av : = A | wsfinder

izb
Local fle | SRIE ,jWS Finder-Linux
-Finder-Windows

New name [ | | Upload

:: Upload files from remote server av i “tinder-Linuz.zip
With | wget | Remote file|http://
Local file /var
iz Download files from server ay ::
file /var | Download
Aschivation (' \ithout archivation © zip | gzip | bhzip )
: FTP aw
Download files from remote ftp-server Send file to re
rarzport |127.0.0.1:21 FTP-server:port |127.0.0.1:21
Login |anonymous Login ianunvmous
issword |billy@microsoft.com Password Imv@m
2 on ftp |/ftp-dir/file Local file |/var
scal file [ /var File on ftp |/ftp-dir/file IS OIS (M) [ws-Fir
e mode | FTP_BINARY =] Transtes mada | FTP_BINARY = m2HAID:  [RET
| Download m@_
12 FTP-bruteforce av :: i
“server:part 127.0.0.1:21 | Execute

# use username from /etc/passwd for ftp login and password ( Uzers list )

r Use reverse [user - > resu) login for passwoerd

[3& 7] r57shelle| oY YUZE / CIREE J|s

r57shell2 S{E MHO| OIIYS YRE/CIREE & £ Q= 7152 A
g = Ae 7ISHMFE FTP MHOM PRE/CH22E

o axlo] & A1H101| FTP ME{7t QUCHE, FTP AHO| FXHE CHY &SZ(bruteforce) SHS & =
Ue 7S] ALt

[

5) HlojE{H|o|~ =% 7|5

:: Databases aw ::

Show database structure Dump database table Run SQL query
Type [ MySQL - Type [ MySQL -] Type [ MySQL |
Port 3306 Port 3306 Port 3306
Login|root Login|root | Login|root
Password |password Password |password Password |password
show tables [ Database mysqg| Databasa mysq|
show columns [ Table luser SQL query
3 — £oema
fila |dump.sal
| Dump | Execute
i Net aw 2
Bind port to /bin/bash back-connact datapipe
Port 11457 1p[210.110.158.112 Local port 11457
Password for access [r57 Port[11457 Remote host |irc.dalnet.ru
Use | Perl - Use | Perl - Remote port 5867
[ Bind [ connect use | datapipe.pl -]
Run

o---[ r57shell - http-shell by RST/GHC | hitp://rst.void.ru | http://ghc.ru | version 1.24 |-—-o

[32 8] r57shelle] HIO|EH|O|A =& 7|5

r57shelle] 7tg 2 EYL=2E HOIHHO|AE XY = A= 7IsS Rsttt= Aolct 72X
ol&=

O =2 PHPR &4 Y2 A0|= MySQL 20t ofL|2}, MSSQL, PostgreSQL, Oracle 2| DB7IX| =%t
y g

’1

4) 22 dds At & el &g Aol v Eele] AdHPermission)o] & Wi=th
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4. kcWebTelnet

O 2%

kcWebTelnet v0.5
Connecting to localhost ...
Connected.

Linux 2.6.24-19-server i686
login: www-da
password: FwEwsw

fwvar/www/webtestheuristic/php/kcwebtelnetf 1ls -la

root 4086 Oct 2 3:12 .
t root Oct 2
1 t root Jul

-Iw-r—--r-- 1 root root 83 Jul
-Tw-r--r-- 1 root root 9 Jul
-Tw-r--r-- 1 root root 61 Jul
-rw-r--r-— 1 root root Jul 2 action.htm
-rw-r—-r-—- 1 root root 1131 Jul html
-rwWw-r—-r-— 1 root root 3543 Jul reen.php
-rw-r—--r—— 1 root root 514 Jul 8 ? start.php

BRI OM R RN

Jfwvar/www/webtestheuristic/php/kcwebtelnet$

keWebTelnet: [FEE
[2 9] kcWebTelneto| AldH M

kcWebTelnet2 ot=Ql JHEALZL HZSHY HiZSHe) e Z= W00 FHFHOITHE ™St ZntE
HolF= theot 7|stE X[RISHK|EH QIHEo|AY} OFX| YA Ho| Rt O SASHL, BHOE
HAstn ANE =Qlstr| 7 He|dithe §30| ULt
O A8 &4

- AlSH 7|Ht : PHP 4.
O F82 7|s

1) E{0|<Y Terminal) 7|5
fEo dd Z=a-M0M X|™{St= 7| 50T} oFX[2F kcWebTelnet2 {5 &t ZAteh EO

2= MEof 0 B0l 2 ZOo| HAStLA}
(o) gl

= A oI YHot0] AEIIE
T A7 M0 Mol @ 2FHME O] S= 2

0]
13N YW OfF & UCk

—

6) keWebTelnet?] A2 F=E A B gzt A7 ye} ok

it



5. phpRemoteView

O 27
fC] | (zd @l <?phpRemoteView?> | @l ﬁ‘l ﬁ
Blame / |Bize |Etype |Etodify | ZtwinerfGroup |Zterms
[ kcwebTelnet_vo5 DIR | 25/10/08 01:01 heuristic/members  drwxr-xr-x
Cd kwst DIR | 25/10/08 01:01 heuristic/members  drwsr-xr-x
Dphpsf DIR  25/10/08 01:01 heuristic/members | drwnr-xr-x
Crs7shel DIR  25/10/08 01:01 heuristic/members  drar-xr-x
dremwiew_2003_10_23 DIR | 25/10/08 01:01 heuristic/members  drwxr-xr-x
[Z1 wstool_0[1].14001_kr-esshinan DIR | 25/10/08 01:01 heuristic/members  drwxr-xr-x
Setup | PHP eval | phpinfo() | Shell | Char map | Language: English/Ru
phpRemoteView © Dmitry Borodin (version 2003-10-23)
Free download - http://php.spb.ru/remview/
[12! 10] phpRemoteView2| A3l FIH
phpRemoteView &2 A== EMT| HEfo| QIHIO|AE M F= 0| EFO|C} Setup Of
5 Sof o 2B, M4 S2 YT 4 UM, phpinfo(2] Y Z Rz, BHXTL MY Ab{o|
FHOE ALY = A= 75 &2 Aot
O Mg &3
- A% 7|6t PHP
O F82 7s
1) PHP ZE % o B MY 7|5
START PAGE | Eval/Shell | Character map
Eval PHP code (don't type "<?" and "7>")
/x line 1 #/
/7 for example, uncomment next |ine!
chpinfol);
M add <pre> I add <xmp> W add htmispecialchars() T add ni2brl)
22| S| |
Shell commands
fexample (remove comments ‘#'):
fcat /etc/passwd,
Hes —ax
22| S| |
[O2! 11] phpRemoteView?| PHP T E AlsH O & AlSH 7|5
phpRemoteViews 22 Z0 PHP TCZ Qaiurop MMl AL} A|AH HAS AAT £ s 7|
52 NBCL BARE BHG 22 ACES ¥ Woo| LSO YA MHE BY & ULk

- 10 -



o a =
2) ojd B Sl A BRI TS
& /home/heuristic/public_html/etc/php/ Miew file [fromefheuristiclpunic_ntm
- 1_@3] = = : : ||| <<<back to directory >>> lnfo] [Plain(+)] [H
ame |SHize |Ztvpe |Sodify |EhwinerjGroup |Zterms |
'éjaction.htm 943 @ € 08/07/02 20:57 heuristic/members  -rw-r-r— <7
Elindex.htrmi 1131 € € 08/07/02 13:36 heuristic/members | -rw-r—r— | function AddToScreen($input, $html=false){
602 € € 08/07/02 21:25 heuristic/members  -rw-r-—r— global INumberOfLines;
jINSTALL kr 583 € € 08/07/02 21:25 heuristic/members  -rw-r-r— alobal $Screenlutput;
gmnms R 007t ooty oo | e i (Shtm! ) {$ScreenOutput [SNunberOfL in
LIREADME ki 861 € € 08/07/02 21:21  heuristic/members | -rw-r-r— el sel$ScreenOutput [$humber OFL ines] =
@mean php 3543 € ¥ 08/07/02 21:27  heuristic/members  -rw-r—r—
@mrt.php 514 € € 08/07/02 20:58 heuristic/members | -rw-r-r— FMumberOfL ines++;
1
Setup | PHP eval | phpinfo() | Shell | Char map | Language: English/Russian session_start();
" : ] /4 Mew Session
phpRemoteView @ Dmitry Borodin (version 2003-10-23) 3 s
' Free download - http://php.spb.ru/remview/ it ($Number0ﬂ_ \ﬂ63<1){
PNumberQfL ines=0;
$Environmentyar iables=""
EPIC="pwd" ;
session_reaister("Scresnlute
session_register("Number(fLi
session_register("Environmen
session_register("PRD");
[O2 12] phpRemoteView2| mQ EMAM Ol AA HY| 7|5
H L. O o > m a Lo ols o1 —
phpRemoteView= == EM7| AHEjo| mpd FM 5l 42 BY| 7|52 XS S4%t=
(=] = A T IS AL N Tk O = <] - = = -+ Tk O
2 ABol CIEa] TXS ¢ Dot & A, 8T LYol et YIS S TAY 2
A HOolZ=C},
S T &+ T = T o 1T [ o
Lo a4 2HI| HO|X|ofA ofE M| HexDump HHE HALY siE Otgs HEU £& C2
S AL — A ral = L 1
2L & = A= 718K MSoLHEE SIS nhof Cheh 247 #go] AO{OF SO,
3) MY HE s
Il—] |hﬂ|3:/ ~heuristic/etc/phpremview_2003_10_23/remview, php ?c=phpinfo W F
% AIEHER B BN RA ET
PHP Version 5.2.4-2ubuntu5.3 Php
System Linux think-wsg 26,2d-19-server #1 SMP Wed Aug 20 23:54:28 UTC 2008 I636
Build Date Jul 23 2008 06:28:41
Server APl Apache 2,0 Handler
Yirtual Directory disabled
Support
Configuration File Jete/phpSiapache?
{php.ini} Path
Loaded Configuration | /usr/local/Zend/etc/php.ini
File
Scan this dir for Jete/phpbsapacheZ/cont, d
additional .ini files
additional .ini files Jete/phpbsapacheZ/cont, d/gd.ini. fetcfphpS/’apache&’cum dfrnysgl,ini,
parsed Jete/phpS/apached/cont. d/mysaliini, fetcjphnS/apacheE/conf d/pdo.ini,
Jete/phpb/apachez/cont, d/pdo_mysql.inl
PHP API 20041225
PHP Extension 20060613
Zend Extension 220060519
Debug Build no
Thread Safety disabled
Zend Memory anabled
[12! 13] phpRemoteView?| AMH MHE gzt 7|5
= T o o = =1 AL
phpinfo() g5 H&st0] sy & MHo MH FEE EE + UCL

- 11 -
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if (preg_match("/".*#.(php|asp|htaccess|jsp|htmllhtm)$/i", $_FILES[file']['name'])) exit;
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(Gl 2] otmtx|ofjM EF CIMEZ|2] PHP &

RemoveType .html .php .htm

<Directory "/home/homepage/www/bbs/data">

</Directory>
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hecking the
[CionfF i w direcbtory @ Jshone
: on Lenter directory @ Arool
hitnl
headd > <bocy >

thecking Zhome directory
[1 Found] Aebdp 1 2/pub ] e ki e . ahp
Fournd] L 1lic_ht . i .k
Found] - rhid zhell.php
11t
[ INFO] 129
[ INFO] 3 :
[INFO] Time cost .
[INFD] Finish sending I he checking result
<ERTER*> ko conktinue]

7) IR R ATAKISAANA Az 94 A B4 TR,

- 13 -



